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DETAILED ACTION 



1. 



Claims 1-10 are pending. 



Claim Rejections - 35 USC§102 



2. The following is a quotation of the appropriate paragraphs of 35 U.S.C. 102 that form the 
basis for the rejections under this section made in this Office action: 
A person shall be entitled to a patent unless - 



(b) the invention was patented or described in a printed publication in this or a foreign country or in public use or on 
sale in this country, more than one year prior to the date of application for patent in the United States. 



Claims 1-2,4-6, 8-10 are rejected under 35 U.S.C. 102(b) as being anticipated by Pegg. 
In reference to claim 1 : 

Pegg discloses a method for communicating a data message comprising: 

• Selecting a table key value to be used as an index into an encryption selection table, the 
key value being a function of a periodic key value and a public variable key value, where 
the periodic key value and the public variable key value is second cipher key and the first 
cipher key. (Column 2, lines 43-63) 

• the encryption selection table specifying at least one of a plurality of encryption methods 
to be used to encrypt a data message, where an enciphering algorithm selection table is 
disclosed; (Figure 1) 

• Encrypting the data message using the indicated encryption method, where the chosen 
method encrypts the access codes. (Column 4, lines 48-52) 
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• Transmitting the encrypted data message, where the data message is transmitted by the 
user and transmitted to the user. (Figure 2a, step 215) 

In reference to claim 2: 

Pegg discloses the method of claim 1 and further comprising: 

Receiving a periodic key value and a public variable key value at a communication device 
storing the encryption selection table, where the first cipher key and the second cipher key is 
received at the server in order to compute the access code. (Column 2, lines 40-50) 
Calculating the table key value from the public variable key value and the periodic key values, 
where the access code is generated based on the values of the first cipher key and the second 
cipher key. (Column 2, lines 40-50) & (Column 4, lines 29-34) 

In reference to claim 4: 

Pegg(Column 2, lines 45-50) discloses the method of claim 1 wherein the periodic key value 
comprises a predetermined number agreed upon between a transmitter and a recipient of the data 
message, where the periodic key values is the second cipher key, or the PIN number, 
predetermined and agreed upon by both parties. 

In reference to claim 5: 

Pegg(Column 2, lines 45-50) discloses the method of claim 1 wherein the public variable key 
value comprises a numeric value which is variable and which is available to both the recipient 
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and the transmitter of the data message, wherein the public variable key is a first cipher key such 
as the current Dow Jones Industrial Average. 

In reference to claim 6: 

Pegg discloses a data communication device operable to transmit and receive data messages to 
and from a data communication network, the device comprising: 

• A central processing unit operable to interface with a user of the device through a user 
interface, where the central processing unit is the CPU in any computer system such as 
that frequently used to implement an ATM system. 

• An encryption decryption engine under the control of the central processing unit and 
operable to execute a plurality of encryption programs, each of the encryption programs 
being different than the remainder of the plurality and each of the encryption programs 
operable to receive a message and to output an encrypted message, where each of the 
encryption algorithms disclosed may be executed by a CPU running the algorithms and 
where each of them receive a message consisting of keys and output a message code. 
(Column 4, lines 29-40) 

• An encryption selection table accessible using a key value, the encryption selection table 
specifying at least one of the plurality of encryption programs to be used for each key 
value, where an enciphering algorithm selection table is disclosed; (Figure 1) 



In reference to claim 8: 



• 
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Pegg(Column 2, lines 40-50) discloses the device of claim 6 wherein the key value comprises a 
table key value and further comprising a user interface operable to prompt a user of the device 
and to receive a public variable key value and a periodic key value, the table key value calculated 
as a function of at least one or both of the public variable key value and the periodic key value, 
where the user is prompted to enter the necessary information (Figure 2a), consisting of the first 
and second cipher keys. (Column 2, lines 40-50) 

In reference to claim 9: 

Pegg (Column 2, lines 45-50) discloses the device of claim 8 wherein the public variable key 
value comprises a numeric value which is variable and which is available to both the recipient 
and the transmitter of the data message, wherein the public variable key is a first cipher key such 
as the current Dow Jones Industrial Average. 

In reference to claim 10: 

Pegg (Column 2, lines 45-50) discloses the device of claim 8 wherein the periodic key value 
comprises a predetermined number agreed upon between a transmitter and a recipient of the data 
message, where the periodic key values is the second cipher key, or the PIN number, 
predetermined and agreed upon by both parties. 

Claim Rejections - 35 USC § 103 
3. The following is a quotation of 35 U.S.C. 103(a) which forms the basis for all 
obviousness rejections set forth in this Office action: 
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(a) A patent may not be obtained though the invention is not identically disclosed or described as set forth in 
section 102 of this title, if the differences between the subject matter sought to be patented and the prior art are 
such that the subject matter as a whole would have been obvious at the time the invention was made to a person 
having ordinary skill in the art to which said subject matter pertains. Patentability shall not be negatived by the 
manner in which the invention was made. 

Claims 3 and 7 are rejected under 35 U.S.C. 103(a) as being unpatentable over Pegg. 

In reference to claim 3: 
Pegg(Figure 2b) discloses: 

Selecting a second encryption method also specified by the table key value from the encryption 
selection table, where a second selection method may be determined by selecting a different 
algorithm in the algorithm selection table. 

Pegg however fails to explicitly disclose: 

Encrypting the data message a second time using the second encryption method prior to 
transmitting the encrypted message. 

The examiner takes official notice that second encrypting a message in succession or serially was 
well known in the art at the time of invention. 



Well known examples are 3-DES, or Finley(US patent 5,742,686), Moore(US patent 5,343,527), 
or Campinos(US patent 6,091,818) 
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Furthermore, Finley( Column 2, lines 34-40) even teaches that one of that advantages of 
serially/multiply encrypting data when encryption methods are dynamically selected is 
advantageous. 

"Even if a hacker knows every encryption code and password that the user could use, the hacker 
has no way of knowing which encryption codes will be randomly selected or the order of 
repetition count in which they will be executed" 

It would have been obvious to one of ordinary skill in the art at the time of invention to second 
encrypt the data using a selected algorithm from an algorithm table before transmitting it to 
another party because it would provide an extra layer of security in the encryption. 

Claim 7 is rejected for the same reasons as claim 3. 

Conclusion 

4. The following additional prior art is considered pertinent and made of record: 

• US patent 4853962 Discloses a system where an encryption method may be chosen from 
a given pool 

• US patent 5343527 Discloses a multiple encryption system that combines both a private 
key algorithm with a public key algorithm 

• US patent 609 1818 Discloses a system that employs multiple encryption. 

• US patent 5742686 Discloses an encryption system wherein different encryption 
algorithms may be selected from a pool of methods and encrypted in a serial manner. 





Application/Control Number: 09/745,461 



Page 8 



Art Unit: 2134 

5. Any inquiry concerning this communication or earlier communications from the 
examiner should be directed to Thomas M Ho whose telephone number is (703)305-8029. The 
examiner can normally be reached on M-F from 8:30am - 5:00pm 

If attempts to reach the examiner by telephone are unsuccessful, the examiner's 
supervisor, Gregory A. Morse can be reached at (703)308-4789. The fax phone numbers for the 
organization where this application or proceeding is assigned are (703)746-7239 for regular 
communications and (703)746-7238 for After Final communications. 

Any inquiry of a general nature or relating to the status of this application or proceeding 
should be directed to the receptionist whose telephone number is (703)306-5484. 

TMH 

May 13 th 2004 A [\ A 
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